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EXECUTIVE SUMMARY 
During July, 2009 NSS Labs performed the industry’s first comprehensive test of web browser phishing 
protection against our live web browser security testing methodology v1.2.  This report is based upon 
empirically validated evidence gathered by NSS Labs during 14 days of 24x7 testing, performed every 4 
hours, over 80 discrete test runs, each one adding fresh new phishing URLs. Each product was updated to 
the most current version available at the time testing began, and allowed access to the live Internet.   

Note: This test was performed alongside a similar test of socially engineered malware (see: 
www.nsslabs.com/browser-security). The most common and impactful ‘security threats’ facing users today 
are socially engineered malware and phishing attacks. As such, they have been the primary focus of our 
initial research. While drive-by downloads and click-jacking are also effective attacks and have achieved 
notable publicity, they represent a smaller percentage of today’s threats,  

The average phishing URL catch rate for browsers over the entire 14 day test period ranged from 2% for 
Safari 4 to 83% for Windows Internet Explorer 8.  Internet Explorer 8 and Firefox 3 were the most consistent 
in the high level of protection they offered. Statistically, Internet Explorer 8 and Firefox 3 had a two-way tie for 
first, given the margin of error of 3.96%. Opera 10 beta came in third due to inconsistent protection during 
the test. Chrome 2 was consistent, albeit at a much lower rate of protection, and Safari offered minimal 
overall protection. 
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Generally available software releases were used in all cases except for Opera 10 which was in late beta and 
deemed to be sufficiently stable for testing. Each product was updated to the most current version available 
at the time testing began, with the exception of Mozilla Firefox.  We would have liked to have been able to 
test Firefox 3.5 which was released June 30, 2009, and attempted to test it alongside the other browsers.  
However, serious instability where the browser repeatedly crashed (a widely reported issue) along with poor 
results prevented its inclusion for the sake of fairness. 

Internet Explorer 8 achieved an overall block rate of 83% during our extended testing,  

Firefox 3 achieved an overall block rate of 80% during our extended testing. 

http://www.nsslabs.com/browser-security
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Opera 10 Beta achieved an overall block rate of 54% during our extended testing.  NOTE: It appeared that 
Opera experienced operational issues during the latter part of testing which dragged down Opera 10’s 
effectiveness.  Prior to those issues, Opera 10 was comparable with Internet Explorer 8 and Firefox 3.  

Chrome 2 achieved an overall block rate of 26% during our extended testing. 

Safari 4 achieved an overall block rate of 2% during our extended testing. 

Given that Safari 4, Chrome 2, and Firefox 3.0.11 share a feed from Google’s SafeBrowsing API, these 
results indicate that utilizing the API itself is not an indicator of protection capabilities. 
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